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COVID-19

> Primary concern is the health and safety of our team and clients
> Mission of public health and safety organization

> Conducting business during COVID-19
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Industry Relief

> Offering relief: N
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IATF 16949 — extended dates only, no remote

> No relief (possibly, yet):
* Food Schemes (ISO 22000/FSSC 22000)
* RCMS
* R2



Industry Position on Process

> No universal approach defined for COVID-169,
but CBs required to follow guidance of IAF
Informational Document 3 (2011)

* |AF Informative Document For Management of
Extraordinary Events or Circumstances Affecting
ABs, CABs and Certified Organizations

> Some industries have offered more
prescriptive requirements

* |AQG OPMT Resolution 157 and response
statements

* |ATF Global Waivers and Measured in Response to
the Coronavirus Pandemic (27 Mar 2020)




General Limitations - Remote Auditing

> Remote auditing allowed, with approval through
CB process (IAW IAF MD4 and IAF ID12)

e Surveillance
* Recertification

> Limited remote auditing (approvals required)
* Transfers

> Not allowed
» Stage 1/Stage 2 (initial registrations)
e Specials audits — scope changes
* Organization not able to facilitate
e |ATF 16949
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NSF-ISR Prioritization

Upcoming audits (next 1-4 weeks)

VI ERTIE O TS IOrS (TEReies) Recertification audits (working by expiry)

so work by priority
Surveillance activity due in 2020

Maintain infrastructure to ensure minimal impact to certificates

Managing resource risks (ensure no “bubble” in 2H 2020 from pushed outs)

Forward-looking risk monitoring to prevent unforeseen issues, where possible
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NSF-ISR Process Overview - Organization Review

1. Account manager notifies certified organization
and sends information form

2. QOrganization completes the information form and
returns

* Preference on approach

_ » Readiness for remote auditing
step 1 * Other risk factors to consider

r 3. NSF-ISR conducts technical review/disposition

* Each client reviewed for preferences and circumstances
* Dispositioned for most appropriate approach for client

4. Account manager coordinates to discuss next steps
(scheduling/clarification)



NSF-ISR Process Overview — Considerations

> Audit type (recertification vs. surveillance) and expiration date

> Activity level (e.g. operational, restricted processes, remote workers, shuttered)

> \isitor/access restrictions

> [nfrastructure to facilitate remote audits
 Network bandwidth for video conference
e Virtual meeting platform
* File sharing abilities

> Additional risk factors, as defined by IAF ID3
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Remote Audit/Conference Plaiforms

> Must be provided/prescribed by customer

* Based on your regulatory landscape/requirements (e.g.
NIST 800-171, export control, ITAR, EAR, GDPR, etc.)

1

Zooml BlueJeans Go gle 7\ Adobe @

> Needs to support document sharing, video, audio

* May need multiple platforms (e.g. recorded video,
wearable technology, FaceTime video, WhatsApp video,
Bluejeans collaboration, etc.)




Possible Approaches

>100% (up to) remote audit with proper infrastructure
> Move audit to later in CY 2020*

> Cert expiration and restore / reinstate within 12 months

* Shows as expired until audit is completed (and NCR addressed)

e 3 year expiry, from original cycle

5 > When permitted, extension of certificate expiration™

* Not allowed for all standards (e.g. aerospace)

* |Includes remote audit now, with 6-month extension and
recertification audit in 6-month period

*Note: If the situation extends to later in the year, there could be risk to certification.



Audit Planning - Remote Audits

> Auditor builds audit plan — sends at least 2 weeks before audit

* Ensure understanding of activities being reviewed and times — have stakeholders
lined up (reduces down time in audit)

* Consider sending auditor a list of personnel in each process, so plan can be more
specific

> Send meeting invites so software can be installed (internal and auditors)
e Consider test run a few days before audit

> Test system and ensure connectivity (don’t wait until day of the audit to
learn how to use the system)
* Microphone/headset may be needed in noisy environment
* Team auditors require separate virtual meeting rooms/hosts
e Ensure connectivity in facility areas where activity occurs (e.g. no WiFi issues)



Remote Audit Limitations

® Regulated information

Processes are reviewed, but
activities may be limited —it’s OK

We still want to audit processes
and personnel, not just
forms/outputs

Don’t violate laws on showing export
controlled information

Try to work around, when possible

Tough to review some activities remotely
or personnel not working

Will review in at next on-site audit event

Off-shifts encouraged, but only required
for aerospace audits



Additional Thoughts

> Requires trust — Embrace for “value” audits can offer
* Will not be as effective, but doesn’t have to be ineffective

> Make as effective as possible...be creative on how to
share activity

> Auditors will confirm the scope, through sampled
evidence

* Burden of proof is unchanged, they need objective evidence
for all aspects of scope of registration
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InNformartion Transfer
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Information Transfer

> NSF-ISR is following ISO 27001 framework

> Avoid emailing sensitive documents to auditor

* May use your platform, but all auditors have access to
encrypted file transfer program for use (more info coming)

> Prefer communication to be sent/received with their
@nsf.org email address

* Controls in place for our server (not on their personal email)




MOVEit

> Improves file transfer security, using encryption

> All files to/from customer need to be exchanged
through this platform or your platform (not email)

> https://moveit.nsf.org
* Auditor sends invite to virtual space for exchange

> Will send client instruction out with link to recording

MOVEIt

TRANSFER
» ipswitch
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https://moveit.nsf.org/




Updates Are Expected

> Dynamic situation, with many unknowns and driving
forces

> New process and updates coming as we get more

Point smart phone’s camera at barcode |
for NSF-ISR’s LinkedIn Page

experience
The Puslic Heslth and Sfety O ?
> Updated communicated through: © — == e
* NSF website (www.nsf-isr.org) ‘ Nsmﬁlmmmﬁ
* DoF Lonnect NSF-ISR.org B CONNECT
* Email updates (Pardot)
o

LinkedIn (#nsfisr)



http://www.nsf-isr.org/
https://my.nsf.org/nsfonline/#/signin
https://www.linkedin.com/showcase/nsf-international-strategic-registrations/

Resources

Use the QR code below to view our
news item and online resources

News &

CERTIFIED ORGANIZATION/CLIENT
FREQUENTLY ASKED QUESTIONS (FAQ)
COVID-19 ALTERNATE AUDIT PROCESS

Don't see your question below? Please contact us at

neral Questions

Currently, through 1 May 2020, al North American and European on-site audits are suspended due to

Resources

QUALIFYING FOR
A REMOTE AUDIT

Due to the COVID-19 pandemic and impact to our
clients, NSF International Strategic Registrations
(NSF-ISR) has developed options to ensure the
continuity of your certification, while still doing our
part to protect public health and safety. NSF-iSR
reserves the right to decide on the appropriate path
forward for continuation of certification.

Additionally, the remote audit process is an

CLIENT LOGIN

premises. NSF-ISR has developed a client
information form to collect some pertinent
information needed to determine eligibility for
remote audits

Please note that not all dlients or standards will be
eligible for remote auditing.

Questions to Consider

altemnative action being taken with v Broviding you the
contingency policies for y form, these
only and is not representative of normal certification questions.

cycle options.
This document describes who qualifies for a remote
audit and provides basic guidance on how to
prepare for one.

Remote Audits

Although remote auditing was permitted for some
standards, many required some (and often all) of
the audit to be conducted on site. The COVID-19
pandemic has caused this approach to be

d

wider use, inlieu of a face-to-face delivery. This
helps to protect company and auditing personnel
alike.

This approach s formally called information and
communication technology (ICT) auditing and has
been permitted through the International
‘Accreditation Forum as detailed in its MD&
mandatory document_In addition, various
industries have adopted ICT/remote auditing asa
viable option to maintain the integrity of the
auditing process in these unprecedented times.

Who Qualifies for Remote Auditing

In the COVID-18 pandemic, an organization might
be le=ry or unable to allow visitors access to its

Download our additional pre-audit planning
reminders to ensure a smooth audit

1. Isyour organization open and functioning, even
if some employees are operating remotely?

2. Are you fully capable to facilitate an effective
remote audits

3. Have you identified a web mesting platform
that complies with your information seeurity
requirements?

4. Boyou have sufficient network bandwidth to
facilitate a web-based remote audit, lasting up
t0.8 hours per day? (For team audits, streaming
events are needed for each auditor.)

‘Are you able to virtually show
activities/locations as requested by the

auditors? {If not through your web mesting.
platform, are you able to do that in another

way?}

6. Do you have the ability to share/upload

requested documented information with

auditor(s), consistent with your information

security requirements?

As we continue to monitor the latest guidance from
the World Health Organization and other global
public health authorities, we ask for your patience as
processes may change in the future.
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NSF-ISR Provides Alternate and Remote Audits for Management Systems
Certification Due to COVID-19

) sHARE

April 3, 2020

NSF INTER

trations (NSF-ISR) has develop 2

ue to the evolving COVID-19 pandemic and impact on our clients, NSF International Strategic Re,
s to ensure the continuity of certification, while doing our part to protect our number of
colleagues and customers.

priority, the health and safety of i

We recognize ing this time we must adapt to continue to meet the needs of our custol

business and prote¥ging public health and safety.

rs while still maintaining the integrity of our

As a result of the rapid
auditing for management
extension, depending on cl
extending it based on condi

To learn more about this a ourage you to review ouo answer your questions about our interim
process as well as ouremote audit qualification decument

For more information, we encourage you to follow us Bl on LinkedIn.

hanging COVID-19 conditions, the NSF-ISR team has createdfin alternate audit process to replace in-person

stems certification. This process includes remote audits, ghidit boundary extension/rescheduling and certificate
nt needs and standard requirements. The process will bgliin place for the next six weeks, and we will evaluate
ns at that time.

the current COVID-19 situstion.

NSF Intemational Strategic Registrations (NSF-ISR), an NSF International company, remains committed
Jditors snd certified

oeganizstions pen to-face sud , and
public heaith and safety risks, and to comply with social distancing norms and other

guidance from regional public Other . individualy,
and sddressed as local conditions dictate.
Your account manager can snswer any sudits. Plesse be pat

Z be delayed a3 igh this new process.

e For 3 (1A 103).

" u
certification bodies are per to use alternative sudt methads to facilitate sudits when

nary approach
the integrity of certificates. These alternative audit approaches differ by industry, scheme and standard,
but ‘audit bound d, in some cases,

certificate extensions

Currently, and , we client’s situation
and preference. As an output of this evaluation, we have the following available options
Audit boundary extension/audit rescheduling. Audits can be moved to later in the year, with the

hope that sheiter in piace and other regianal orders wil have been lifted. Note: Surveilance sudis
may be able to move to later i the calendar year, but recertfication audits will e further governed
by the certificate expiration date

Remote auditing. Wher

the audit may
and communication technology, prowiding a virtual audit option.
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